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Confiquration de la VM :
GNU nano 7.2 tYf‘ fetc/netwurhfln epface

auto lo
iface lo inet loopback

allow-hotplug ensl8

iface ensl18 inet static
address 172.21.3.16/16
gateway 172.21.8.254

dns—nameservers 172 22.8.1

GNU nano 7.2 oY Jetc/hosts iﬁgﬁ%
127.8.8.1 localhost e

172.21.3.16 debian-Librenms

l:i. lccalhast.lpﬁ—localhust 1pﬁ lccpback o
gff02::1 ip6-allnodes

W8 o2 2 ip6-allrouters

GNU nana 7.2
debian-librenms

%
L

/etc/hostname

ol -\

On commerlce par installer les paquets necessaires :

: ‘#sudo apt install apt-transport-https Isb-release ca- ce.rt?ﬁcates wget acl curl fping git

$E0 graphviz imagemagick mariadb-client mariadb- server mitr- -tiny nginx-full nmap php-cli

php-curl php-fpm php-gd php-gmp php mbstrihg php-mysqgl php-snmp php-xml php-zip
python3-dotenv python3-pymysq| py,thon?; -redis python3-setuptools python3- systemd
python3-pip rrdtool snmp snmpd unzip whois - R

1 _{»{'s\

e },\, -l
o Gy
o

On amuté enswte I'utilisateur librenms :

“ Xﬁ‘

#sudo useradd librenms -d /opt/librenms -M -r S"$@yyhich bash)

)
R
it S
o L 2
P e w1
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fEe )
e
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Puis oa‘lkﬁ ange son mot de pass (en root) :

, Q\)#passwd librenms

w@&@* o
On se connecte avec I utlllsatem;}m%nms 0@%@” g

W O
#su - librenms ?" /’ g:fj”o

A S piR
ﬁgn‘%e r:}end ensuite sur le dossier “/opt” et on y clone le ﬂal'lfer'rg;enms du site officiel :
T \\l\a . *}\_}»9\:’
%P\gﬁ ] #cd /opt ?U ?IJ’\SV
#sudo git clone https://github. comihbreﬁmslllbrenms qit s

3 Judc git clone https://github.com/Llibrenms/librenms.git

Clonage dans 'librenms’'...
remote: Enumerating objects: 22307l, done.
remote: Counting objects: 188% (34/34), done.
remote: Compressing objects: 100% (29/29), done.
remote: Total 22307U (delta 18), reused 5 (delta 5), pack-reused 223040 (from 2)
W feception d'objets: 100% {22J97ﬂf22 @7u), 302.30 Mio | 16.83 Mio/s, fait.
Qi o Résolution des deltas: 1080% (168272/168272), fait.
o Mise & jour des fichiers: 188% (15196/15196), fait.

Puis on attribut toutes I@a@é\’}nlssmns necessaires :

&0 S
#sudo chown.-Rv JiBrenms:librenms /opt/librenms ,\\)\,Q

o | o
#scg@%@hmod 771 loptlibrenms W

" \J\) #sudo setfacl -d -m g::rwx /opt/librenms/rrd /optflctbgeﬁgsliogs
qﬂ;‘%@ /opt/librenms/bootstrap/cache/ fopt/hbrenre)%g}grage/

#sudo setfacl -R -m g::rwx !opt/llb@?nh)ls/rrd lopt/librenms/logs Q?,%@?&
!opt/l|brenms/bootstrap/caglq@?‘fopt/l|brenms/storagef

?"{ = b0
. \\a\’aﬁ
Ensu&@,@?’ut installer les dependance PHP. X 1o

b

st

{\‘E‘:ﬁ? ““Pour les installer nous allons tout d'abord avoir besetﬁ:.@ installer “composer”
g oo
ol P

i #sudo apt install composer O

; ’ g - \4\9’@ A%
A ap®
e &0
Puis ensuite, on ms‘tﬁtﬁ%‘ les dépendance : 1;«;;;
"\\f \w_\(—\ }.?‘

#. fscnq&yﬁ&"ﬁposer wrapper.php install --no-dev %‘6‘"‘
=t \ Q\}\’




Apres*’-;:- i faut se rendre dans les differents php.ini et nj_odifek"l'éﬁs" information comme ci-
\.dessous : by

GNU nano 7.2
; Module Settings ;

ErrrErrrEErrrErEEERER

; Whether the CLI web server uses ANSI color coding in its terminal output.
cli_server.color = On

; Defines the default timezone used by the date functions

(]
;date.timezone = Europe/Paris

GNU nanglﬁ§ﬂv fetc_p_“.“?hfcli/ hp.ini =*

B ; Whether the CLI web server uses ANSI color ceding in its terminal output.

i c1i_server.color = On

; Defines the default timezone used by the date functions

date.timezone = Europe/Paris

Cela sert;pour 'r;ﬁuettre I'horloge a jour.

Ensuite on met en place la timezone du systeme :

#sudo timedatectl set-timezone Etc/UTC

Puis, on canfiqure les fichier mysql :

g #8udo nano /etc/mysgl/mariadb.conf.d/50-server.cnf < o

§ innodb_file_per_table=1
lower_case_table_names=0

...\ﬁ’yfﬂﬁ /etc/php/8.2/fpm/php.ini ﬂ_ﬂghikk

GNU nana 7.2 y iqfd?éftf ysql/mariadb.conf.d/50-server.cnf *



@‘p{}\*"" <5 (5=
\ae0 Y
o e Q QAQ\"
S p&{‘ p *\-’aﬁg{} 4
F"/LHS& active et redemarre le service mariadb : @"5‘5 o
)P =\
.@w o #systemctl enable mariadb 9655?,% ?
't %"P\_} - \?\4 8 C’*Q}
We #systemctl restart mariadb @l pOV e
O }
%\&\{&9 ;;,Q\}LL
g o0 ™
Ensuite on cfeaiﬁtes differentes données (database, utilisateur) et on aittribue les
grwllegggﬁl ‘éﬂcﬁﬁ
\3 »@ﬁ#&REATE DATABASE librenms CHARACTER Q\ﬁf{u mb4 COLLATE
<S W Utf8mb4_unicode_ci; P >
ot &0 ’ \\LC"
e #CREATE USER 'librenms' @‘Io:ial,héét? IDENTIFIED BY 'password', , PO
#GRANT ALL PRIVJ} -G ON librenms.* TO 'librenms'@'localhost'; & We
< o
#flush pr|V|L§ge§" ;—;ﬁ;}“c‘)
. W R %43\3\’@
E ?‘ﬁ " 5OV
eﬁgﬁ*-? On configure PHP-FPM : <5 %-3\3‘“ ¢
e b 0
b #sudo cp /etc/php/8. 2/fpm/p00| d/@w? conf letc/php/8.2/fpm/pool.d/librenms.conf <5 *\ai\?’f‘ﬁ
@p oV gygn
o) \®)
On se rend su{\@%chler librenms.conf” : . (}\)\w
o o
%ﬁd‘ nano /etc/php/8.2/fpm/pool.d/librenms.conf @ o4
??@«‘\j > S P?ﬂ g ”
Lo o s
eb On remplace 'abreviation [www] pan\ll’b’renms] T;;\%?*?‘
e & %fa
GNU nano 7.2 D ’G@; Jete/php/8.2/fpm/pool.d/1lib: s conf *
; Start a new pool named “www'.
: the variable $pool can be used in any directive and will be replaced by the
;—pool_name ('www' here)
‘i@ﬁﬁ@g\"“ Per pool prefix o ’
e o =5
& ) e 4 N ,\?\V{f}
b o P
On renomme |’ utlllsateurapﬁe‘*qroupe en “librenms” a,&»,jﬁ B
= €2° o
‘6“‘:} :{‘{T}
B (}\)\v"g - ‘-)-E_w ‘i}\?
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GNU nano 7.2 %" fetc/php/8.2/fpm/pool.d/librenms. conf

; process running user is root. It is set after the child process is created.

; The user and group can be specified either by their name or by their numeric

S TD=

* Note: If the user is root, the executable needs to be started with
—allow-to-run-as-root option to work.

: Default Values: The user is set to master process running user by default.

If the group is not set, the user's group is used.

user = Llibrenms
fgroup = Librenms

Pour le listen :

GNU nano 3" Jetc/php/8. ] foal d/librenms.conf *
'ip.add.re.ss:port' — to Llisten on a TCP socket to a specific IPvl address o
a specific port;
'[ip:6:addr:ess]:port' - to listen on a TCP socket to a specific IPv6 address d
a specific port;
'port!’ - to listen on a TCP socket to all addresses
2 IPw6 and IPvi-mapped) on a specific port;
5 ' /path/to/unix/socket' - to listen on a unix socket.
: Note: This value is mandatory.
listen = /run/php—fpm-Llibrenms.sock

~On se rend ensuite sur le fichier nginx et ond&-configure de la maniere suivante :

/etec/ngink/sites-enabled/librenms.vhost * 4

GNU nano 7.2 e
- {

Puis onmet en place nginx :

#sudo rm letcinginx/sites-enabled/default
#sudo systemctl reload nginx

#sudo systemctl restart php8.2-fpm

Ensuite on active les commande complementaires de librenms :




#sudodin'=s /opt/librenms/Inms /usr/bin/inms

#sudo cp /opt/librenms/misc/Inms-completion.bash fetC/bash_completion.d/

On configure SNMP :

#sudo cp /opt/libreAms/snmpd.conf.example /etc/snmp/snmpd.conf

#sudo nand /etc/snmp/snmpd.conf

VY Jete/snmp

4~ GNU nano 7.2 /snmpd . conf *

com2sec readonly default RANDOMSTRINGGOESHERE

group MyROGroup vac readonly
view all included .1 8e
access MyROGroup "" any noauth exact all none  none

syslocation Rack, Room, Building, City, Country [Lat, Lonl
syscontact Your Name

On installe les fichiers necessaires |

#sudo curl -o /usr/bin/distro https://raw.githubusercontent.com/librenms/librenms- '
agent/master/snmpidistro

#sudo chmod +x /usr/bin/distro

#sudo systemctl enable snmpd

:~$ sudo systemctl enable snmpd

Synchronizing state of snmpd.service with SysV service script with /lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable snmpd

#sudo systemctl restart snmpd

Pour cron :

#sudo cp /opt/librenmsr‘distﬂibrenms.cron letc/cron.d/librenms

Pour‘activer I'horloge :
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36 P&l e
\,ﬁgudo cp iopt/librenms/dist!librenms-sched%s&%@rvice /opt/librenms/dist/librenms- ?&ﬁ 3
, g?wﬂ scheduler.timer;’etcfsystemdfsystené’\)\’ﬁ 66?,‘36
e pd \®
e #sudo systemctl enable Ik&\r&pﬁ@s\;}sfcheduler.timer g?’*ﬂ\:}\’
50
#sudo system(%@éﬁ‘ﬁ)renms—scheduler.timer G \\i\f.gi@
¢ &
\)\’nga 8 ﬁg’%%
O
a“@m%ﬁ\suite en copie la configuration des logs O\)\’O 0@?:&
: 0(7[5 ' "
WP\?:‘% #sudo cp fopt/librenmsfmiscfli%ewﬁ%grotate /etc/logrotate.d/librenms o @P\C‘
=
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Pre-Install Checks

PHP (0.2 or higher requirea) 8.2.2¢
mysgind .‘
gdegcé;}‘

pdao_mysgl

X 0
o
s W

pe O
KQ PQ\)\,

£ Non séeurisé 172.21.3.16/install/database “’éo
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Database Credentials

Build Database

Build Database

Mo sécurisé ?%31§\Y\talld abase

et

<GP LIBreNMS

Database Credentials

Build Databas
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Mon 3é '@%gz:&'mstallfuser wfc}“‘b{) @

PEN
PRPIN
PNPNEN

2353

e _
Create Admin User @aﬁeﬂ

<
Usermname | librenms g{éﬁp‘?:‘

a55WOr reen 5
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\\f\a‘ﬁe gpf.} ©
“% %&%@ ttings
5;’\?‘ \\I\Update Channel @ Daily Menthly aﬂéo
Default Theme ~ Light @ Dark w
B Send Usage Reports
Send Error Reports
R 5 @P‘O\
(=S
g%
OF

M Non sécurisé  172.21.3.16/install/finish

Install Complete P-\O\)\’ V

Q
&0
env &{@\Qﬂg
S
?:; config.php file written

@ Thank you for setting up
LibreNMS.

-ty %
T 82 LibreNMIS
&

6 i‘j\ N
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Q\)\’ 066 librenms 66 6%‘::;}?"
e0 o Q\)\'O =
\\I\'aﬁ ?_Ft’ Remember Me \‘O
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g%ﬁp\ Unauthorised access or use shall render the use%&% criminal and/or
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